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Introduction

The Magaya Denied Party Screening plug-in helps your company comply with U.S. 
government export regulations that require verification of entities to determine if they are 
included on the list of denied individuals or companies.

A “Denied Party” is any individual or company that has been denied exporting privileges 
and cannot import into or export from the U.S. because they have been sanctioned by 
the government for illegal acts. Failure to comply with these regulations is a violation of 
U.S. law and can result in fines, penalties, criminal or civil prosecution, and denial of 
export privileges.

Magaya software includes a denied parties list which is updated regularly from the U.S. 
Bureau of Industry and Security (BIS), part of the U.S. Department of Commerce. The 
plug-in verifies entities in your Magaya system by comparing them to the U.S. Denied 
Party Screening list.

First, activate the plug-in for your account, and then configure it to screen entities, 
vessels and shipments.

Configure

This plug-in needs to be configured to tell the system when you want to screen because 
there is a monthly service fee which includes a minimum quantity of screenings per 
month. If you go over the minimum, you will be charged per entity that you screen.

To configure the Magaya Denied Party Screening plug-in, go to Maintenance > 
Configuration > Denied Party Screening.

1. Check the box “Enable Denied Party Screening” to activate the options below.
These options include screening entities against the U.S. government list and
screening for banned countries that you configure here.

2. Configure when the system performs the screening by setting these options:

• Screen new entities/contacts when creating them: This option tells the system
to screen any new entity or contact as their profile is created.

• Screen entities/contacts when editing them.

• Screen shipments before filing to AES: This option tells the system to screen the
entities in shipments before sending the EEI to AES.

Denied Party Screening
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You can also screen manually at any time by right-clicking an entity. 

If you want the system to display the results after screening, check the box “Always 
confirm screening results.”

Set the “Minimum Threshold Acceptance” to configure how accurate the system will 
perform the screenings. If set to “Exact Match” then the system will only find those 
entities with exact spelling match. This will not find an entity spelled one way in your 
Magaya system but a different spelling in the government list. For example, if a  
company spells its name “Cargo de Miami”, but you enter “Cargo of Miami”, the 
system will not match this name. To enable it to search for similar names and avoid 
missing an entity due to misspelling or spelling variation, set the threshold to “Fair 
Match.” This will result in a larger results list that you can check.

Set “Days to validate since last check” by selecting a number from the dropdown. 
This is the number of days the screening will be considered good, i.e., valid. This 
setting depends on how often your company exports. Since the screening service 
is charged per entity, determine how often you need the screening performed. If you 
select 30 days, and you add a new entity to your system, that entity will be screened 
but others will not. You will only be charged for new entities during this time period.

3. Select banned countries: This setting varies, depending on the country in which
your company is based. In the United States, the U.S. Department of the Treasury’s
Office of Foreign Assets Control (OFAC) determines which countries are banned.
When you add countries to this setting, your system scans shipments to verify if any
entities are in these banned countries. Your Magaya system will scan this list first
when you tell the system to screen entities or screen a shipment. It will notify you if it
finds one of these countries and display that notification in a dialog box.

4. Save the configuration.

Assign Roles to Users

Assign roles to the users who will configure the plug-in (besides the Administrator), to 
enable a user to change the status of a party, and for a user to screen entities, vessels, 
and shipments.

1. Go to the Employees List and right-click an employee’s name to access Roles.

The Roles assigned to the employee are displayed. The roles that pertain to Denied Party 
Screening include Compliance Officer and Run Screening Process.

2. Click the “Add” button. In the dialog box, select the type of role to assign to this
employee. Click “OK” to save the role.

Note: In the future, you can disable a role by clicking “Deny” in this box or delete the role 
from the list.

Screen Entities and Vessels in Lists

If you run the screening process and it was already done during the time period  
configured, the system will notify you that the entities do not require validation at this 
time, and no fee will be charged.
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Entities can be screened from any list such as Carriers, Forwarding Agents, Warehouse 
Providers, Customers, Vendors, etc. Right-click on an individual entity name, and select 
the option you want from the pop-up menu. To screen multiple entities, select them and 
right-click to access the pop-up menu.

If you configured your system to screen entities when they are created or edited and 
you add a new entity, then the system will screen them against your banned countries 
list and the Denied Parties List. This screening is counted toward your total number of 
screenings per month.

If an entity is blocked, the system will notify you with the results screen. Review the list 
and either remove the entity or clear it. All activity is logged in your Magaya system and 
available to view from the Options menu at the top of your Magaya Explorer.

To screen vessels, go to the Carriers list > Actions > Vessel List.

Right-click a vessel to access the pop-up menu and select the option you want. 
(Selecting “Process” or Manual Check” will screen the vessel.)

To screen more than one vessel, select multiple vessels and then right-click. This will 
enable the option to process the screening only, not the other options on the menu. This 
screening is counted toward your total number of screenings per month.

To see when it was last screened, select the screening history option. This displays the 
history for the selected vessel only.

If a vessel is blocked, the system will notify you with the results screen. Review the list 
and either remove the vessel or clear it. All activity is logged in your Magaya system and 
available to view from the Options menu at the top of your Magaya Explorer.

Screen Entities in a Shipment 

In a Shipment, select Actions > Denied Party Screening.

The options enable screening the entities in the shipment (“Process”) or viewing the 
screening history.
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During the verification, the system checks the shipment for the banned countries 
selected in your Configuration and for possible matches in the US government denied 
parties list.

Note: If you run the screening process and it was already done during the time period 
configured, the system will notify you that the entities do not require validation at this 
time, and no fee will be charged.

The results screen displays if suspicious entities have been found. (It also displays if your 
system is configured to always display the results screen regardless of what is found.)

The results screen has an option to display only suspicious entities. If this is unchecked, 
then all screened entities will appear. Use the arrow/Next buttons to scroll through the 
entities listed.

If an entity has more than one match, it will be marked with a status of “Blocked.”

The list on the right displays any matches found for that entity. If more than one match 
displays, select the correct one and click the OK button next to the status field to clear it. 

(Only users with rights of Compliance Offer role can clear a blocked entity by changing 
the status of the entity.) A reason for the status change is required.

If no match is correct, set the status as Undetermined or Clear by selecting from the 
“Status” dropdown menu. When done, click the OK button on the bottom of the dialog 
box. If you click “Cancel” the screening is incomplete and will need to be done again to 
proceed.

Blocked Shipments:

If a shipment is marked as “Blocked” as a result of the screening process, the EEI cannot 
be sent to the AES. The system will notify you of this. Only a user with permission can go 
to the screening history list and clear the shipment status.

To send the EEI, the shipment must be modified by removing the blocked entities and 
performing the screening process again. The other option requires a user with  
Compliance Officer role permission to change the status of the shipment and specify the 
reason in the Screening Results dialog box.

Transaction Log of Screenings

The system displays all the transactions from the Options menu on the top menu of your 
Magaya Explorer.

Every time entities are screened, the results are logged in this list.
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